Windows Configuration Guide for Nagios plugin
to Uila

1 - Adding the Win Server 2012 as Administrator (not
in domain)

2 - Adding a local account that is not the Administrator

3 - Adding a host that is using a Domain Account



1 - Adding the Win Server 2012 as Administrator (not

in domain)

After adding the host into the Critical Resources, click on the Config under Process tab

to add the host:

Config Process Settings for WC-01-COPY

a\ .
Linux (®) Windows

Host Name: 192.168.0.59
User Name Administrator

Password

Login Account Type:

If firewall is on make sure these rules are enabled to allow DCOM and WMI access:

(®) Local Account

WMI (DCOM-In), WMI (WMI-In) and IPv4 Ping (File and Printer Sharing):

@ Windows Firewall with Advance
&3 Inbound Rules
Outbound Rules
E‘l. Connection Security Rules
b B Monitoring

Inbound Rules

Name

. Remote Service Management (RPC-EPMAP)

.Inbound Rule for Remote Shutdown (RPC-EP-In)

.Inbound Rule for Remote Shutdown (TCP-In)

.Remote Volume Management - Virtual Disk Service (R...

. Remote Volume Management - Virtual Disk Service Lo...

.Remote Volume Management (RPC-EPMAP)

.Routing and Remote Access (GRE-In)

.Routing and Remote Access (L2TP-In)

.Routing and Remote Access (PPTP-In)

.Secure Socket Tunneling Protocol (S5TP-In)

.SNMP Trap Service (UDP In)

.SNMP Trap Service (UDP In)

.TPM Virtual Smart Card Management (DCOM-In)

.TPM Virtual Smart Card Management (DCOM-In)

.TPM Virtual Smart Card Management (TCP-In)

.TPM Virtual Smart Card Management (TCP-In)

.‘u’irtual Machine Menitering (DCOM-In)

.‘u’irtual Machine Monitering (Echo Request - [CMPv4-In)

.‘u’irtual Machine Monitering (Echo Request - ICMPvG-In)

.Virtual Machine Monitoring (MB-5ession-In)

.‘u’irtual Machine Menitering (RPC)

.Windows Firewall Remote Management (RPC)

.Windows Firewall Rerote Management (RPC-EPMAP)

.Windows Management Instrurnentation (ASync-In)
/! Windows Management Instrumentation (DCOM-In)

@Windows Management Instrumentation (WMI-In)

@Windows Remote Management (HTTP-In)

@Windows Remote Management (HTTP-In)

.SCW remote access firewall rule - Scshost - Dynamic R...
@ 5CW remote access firewall rule - Scshost - End Point ...

.Windows Remote Management - Compatibility Mode ...

-

Group
Remote Service Management
Remote Shutdown

Remote Shutdown

Remote Volume Manageme...
Remote Volume Manageme...

Remote Volume Manageme...

Reouting and Remote Access
Routing and Remote Access
Routing and Remote Access
Secure Socket Tunneling Pr...
SNMP Trap

SNMP Trap

TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
Virtual Machine Menitering
Virtual Machine Monitering
Virtual Machine Monitoring
Virtual Machine Monitoring
Virtual Machine Menitering
Windows Firewall Remote ...

Windows Firewall Remote ...

Windows Management Instr...
Windows Management Instr...

Windows Management Instr...

Windows Remote Manage...
Windows Remote Manage...
Windows Remote Manage...
Windows Security Configur...
Windows Security Configur...

Profile f
All [
All f
All f
All [
All f
All f
All f
All I
All f
All f
Private.. |
Domain |
Private... |
Domain |
Domain |
Private... |
All [
All f
All f
All I
All f
All i
All

All

All b
All

Public
Domai...

All

All

All
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@ Windows Firewall with Advanced Security [= e

File Action View Help

e« 2@ = BHE

@ Windows Firewall with Advance SISt S Actions
= Igbc;und :u:i Name Group - Profile Enabled Action |~ || Inbound Rules -
ot oun. uies . @ core Networking - Router Advertisement... Core Networking All Yes Allow
[ &1 New Rule...
2m Connection Security Rules . L L=
N 5. Monitorin @ Core Networking - Router Solicitation (IC... Core Nep All Yes Allow ) X
= 9 @Core Networking - Teredo (UDP-In) Core E bl d f All Yes Allow W Filter by Profile »
@ Core Networking - Time Exceeded (ICMP... Cor, napbleadfor \, Il Yes Allow Y Filter by State 4
.Distributed Transaction Coordinator (RPC) Dist IPv4 All No Allow Y Filter by Group »
o Distributed Transaction Coordinator (RP...  Distry 7. Al No Allow View N
’ Distributed Transaction Coordinator (TC... DigkeBUted Transaction Coo... All No Allow
[/ File and Printer Sharing (Echo Request - I... File and Printer Sharing All Yes Allow (G| Refresh
File and Printer Sharing (Echo Request - |... File and Printer Sharin All No Allow =, Export List...
g 9 q 9 = Bxp
File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharin All No Allow =
g g Help
. File and Printer Sharing (NB-Datagram-In)  File and Printer Sharing All No Allow
File and Printer Sharing (NB-Name-In) File and Printer Sharin All No Allow File and Printer Sharin... «
9 9
. File and Printer Sharing (NB-Session-In) File and Printer Sharing All No Allow & Disable Rule
@ File and Printer Sharing (SMB-In) File and Printer Sharing All No Allow £
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing All No Allow Y
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing All No Allow 52 Copy
@ File and Printer Sharing over SMBDirect (i... File and Printer Sharing over... All No Allow K Delete
. iSCSI Service (TCP-In) iSCSI Service All No Allow B o

Make sure that Performance Counters are being collected, in the Server Manager:

er Manager * Local Server

PERFORMANCE
- All results | 1 total | Last 24 hours
CPU Usage
ces P
10 pm 12 am 2 am 4 am 6 am 8 am 10 am 12 pm 2 pm

Y
Server Mame Counter Status CPU Alert Count

WIN2012-CTAl Off

p Performanc

Copy




This should be enough to get the wmic to work.
To test, at the VIC goto the folder /opt/uila/VIC/bin and make a test query :

VIM >/usr/local/nagios/bin/wmic //192.168.0.129 -U administratorspassword

"select *x from win32_ computersystem"

If the connection is working, you should get something like this:

CLASS: Win32_ComputerSystem
AdminPasswordStatus |AutomaticManagedPagefile |AutomaticResetBootOption
AutomaticResetCapability|BootOptionOnLimit |BootOptionOnWatchDog |
BootROMSupported |BootupState|Caption|ChassisBootupState|CreationClassName |
CurrentTimeZone |DaylightInEffect |Description|DNSHostName |Domain|DomainRole
EnableDaylightSavingsTime |FrontPanelResetStatus |HypervisorPresent |
InfraredSupported|InitialLoadInfo|InstallDate|KeyboardPasswordStatus |
LastLoadInfo|Manufacturer|Model|Name|NameFormat |[NetworkServerModeEnabled |
umberOfLogicalProcessors |NumberOfProcessors |0EMLogoBitmap |0EMStringArra
PartOfDomain|PauseAfterReset |PCSystemType|PCSystemTypeEX |
PowerManagementCapabilities |PowerManagementSupported|PowerOnPasswordStatus
PowerState |PowerSupplyState|PrimaryOwnerContact |PrimaryOwnerName |
ResetCapability|ResetCount|ResetLimit|Roles|Status|SupportContactDescription
SystemStartupDelay|SystemStartupOptions|SystemStartupSetting|SystemType
ThermalState|TotalPhysicalMemory |UserName |WakeUpType |[Workgroup

3|True|True|True|@|0|True|Normal boot|WIN2012-CTAI|3|
in32_ComputerSystem|-420|True|AT/AT COMPATIBLE |WIN2012-CTAI |
mydatacenter.com|3|True|3|True|False|NULL|(null) |3]|(null) |[Microsoft
Corporation|Virtual Machine |WIN2012-CTAI|(null)|True|1]|1 ( [MS_VM_CERT/
SHA1/9b80ca0d5dd061lec9daded94f4c3td1196270c22],
00000000000000000000000000000000, To be filed by MSFT)
ULL|False|3|0|3|(null) |[Windows User|1|-1|-1|
(LM_Workstation,LM_Server,NT,Server NT) |OK|NULL|Q|NULL]|®Q
(null)

True|3932100000|1|1

x64—based PC|1

If the configuration is not correct, you would see this in the Nagios Page:

€& () 192.168.0.198/nagios [ Search
() cittuo @ HowTo... (] wsman ~ SolarWind Demo  &j Win32 Perf, ROOT... @ Mustang SoccerL... @) GRETunnel (5) Home ) Core (@) UilaNetworks () vSphere
Current Network Status Host Status Totals
Last Updated: Mon Aug 22 17:36:03 UTC 2016 Up Down Unreachable Pending
Updated every 90 seconds 17
Nagios® Core™ 4.1.1 - www.nagios.org vl o 0
Logged in as nagiosadmin
Home All Problems All Types
Documentation View History For all hosts 2 19
View Notifications For All Hosts
View Host Status Detail For All Hosts
Tactical Overview Service Status Details For All Hosts
Map @ (Legacy)
Hosts —
Services Limit Results: 100 |&
Host Groups
S (S;r‘i’;““""‘/ Host *+ Service *+ Status *¥ Last Check *¥# Duration *+ Attempt *# Status Informatior
Service Groups N mi-procs-info | OKIIIT 08-22-2016 17:35:33  4d 14hOm 36s  1/3 OK -num processes = 1

o]
Summary ADD_I R-NN1 nrarc-infa BN 0979014 17-35:47 /A 4h 47m dc 12 tan - 10:25:42 un §Q daw

If successful, you should see the number of processes running:

08-22-2016 17:39:33 2d 10h 23m 33s 1/3 OK -num processes = 39

server12-ctai.mydatacenter.com wmi-procs-info O

virantar mudstacantar fam Arare_infa AN ne_27.9N01& 17:40:21  NA Ch 14m 17 12 FAn - 10401 tin A1 Asue 2267 N neare lnsd =



2- Adding a local account that is not the Administrator

All previous settings from above needs to be complete as well to open the ports and
making sure the Performance Counters are enabled.

Add a user to the windows host and make sure it is a member of the
‘WinRMRemoteWMIUsers__’, ‘Distributed COM Users’, and ‘Performance Log Users’
groups.

uila5 Properties _

Remote control | Remote Desktop Services Profile Dial-n
General ‘ Member Of ‘ Profile | Environment Sessions

Member of :

$ Distributed COM Users

:P_', Performance Log Users

& Users

&2 WinRMRemote WM Users__

Changes to a user's group membership

Remove are not effective until the next time the

user logs on.

OK || cancel || Ay || Hep

This will allow this user access to DCOM and performance log access. But not WMI
access as we need to set what classes are available to that user.

To give access to all the classes of the WMI counters, right click Computer Manager >>
Services and Applications >> WMI Control and select Properties.

Then select the Security tab and select the Root namespace, and select the Security
button:



= A 2 = - P = =

A Computer Management

File Action View Help

@« 2E B

F Computer Management (Local)
4 m ystem Tools
= Task Scheduler

| General | Backup/Restore | Security | Advanced

b §2] Event Viewer Namespace navigation allows you to set namespace specific security.
I @2l Shared Folders =L
4 M Local Users and Groups

[ Users

| Groups

b (8) Performance
=4 Device Manager
4 g Storage
[ w Windows Server Backup
@ Disk Management
4 & Services and Applications
[ % Routing and Remote Acc
% Services

&5 WMI Control

We need to add the WinRMWMIUsers___ group into this list:

WMI Control Properties ML'

| General | Backup/Restore | Security | Advanced |

Select this object type:
|Users. Groups, or Builtin security principals I | Object Types... |

From this location:
[WiN2012CTA | [ Locations... |

Common Queries

Harme: Starts with | | Column:
Description: | Starts with | | Find Mc

[] Disabled accounts
["] Non expiring password

Drays since last logon:

Pemissions
Users

Execute I
Full Write
Partial Wr
Provider Y
Enable Aq

v lellEE

oK |

&
2

For special g
click Advang

Search results:

MName In Folder

H% REMOTE INTERACTIVE. .

H2 Remote Management Us... WIN2012CTAl
52 Replicator WIN2012CTAI
52 sERVICE

52 sYSTEM

2 TERMINAL SERVER LS.

g This Organization Certfic...

2, Lila5 WIN2012-CTAI
B2 Users WINZ012-CTAI
WinRMRemoteWMIUser... WIN2012-CTAI




Make sure the Remote Enable is checked for this and subsequent namespaces:

I Cwner: Administrators (WIN2012-CTAMNAdministrators) Change

Permissions Auditing

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
| 82, Allow  Authenticated Users Special Mone This namespace and subname...
82 Allow  LOCAL SERVICE Special Mone This namespace and subname...
82, Allow  NETWORK SERVICE Special Mone This namespace and subname...
82, Allow  Administrators (WIN2012-CT...  Special Mone This namespace and subname...
82, Allow  WinRMRemoteWMIUsers_ (...  Special Mone This namespace and subname...

The permissions should look like this:

Security

Group or user names:

82, Authenticated Users

82, LOCAL SERVICE

82 NETWORK SERVICE

82, Administrators (WIN2012-CTANAdministrators)

H2 WinRMRemoteWMIUsers__ (WIN2012CTANWinRMRemo. ..

| Add. || Remove |

Permissions for

WinRMRemaoteWMIUsers__

Partial Write
Provider Write
Enable Account
Remote Enable
Read Security

For special permissions or advanced settings,
click Advanced.

This will be enough for the user to login using the test:

VIM >/usr/local/nagios/bin/wmic //192.168.0.129
from win32 computersystem”

—-U uilab%password '"select *




3 - Adding a host that is using a Domain Account
Make sure the firewall is open for Ping, DCOM and WMI as before.

.Windows Management Instrumentation ... Windows Management Instr... All No A
[/ Windows Management Instrumentation ... Windows Management Instr...

@Windows Management Instrumentation ... Windows Management Instr... All Yes
@Windows Remote Management (HTTP-In) Windows Remote Manage... Public Yes

@Windows Remote Management (HTTP-In) Windows Remote Manage... Domai... Yes
- - C e .- e - C e an .

L = =
m

At the AD, the user account (i.e. Uila5) will need to be in a new group that can be given
permissions to the WMI classes. So we can create a new group on the AD:

B Active Directory Users and Computers
File  Acton View Help
ol = = - R —
@ | HFH Eo= HE 3R E5TI%
:] Active Directory Users and Comput | Name
|| Saved Queries [ Builtin
= jj mydatacenter.g
gBuiltjn E_eljgate Control... ipals
| | Computers ke - counts
5] Domain Con  Change Domain...
| Foreignsec.  Change Domain Controller...
| LostAndFou  Raise domain functional level...
| Managed S Operations Masters...
| Program Da'
- Mew »
—iein Conputer
5 Users All Tasks 3 Contact
= Grou
&1 vor Vi ,
7| NTDS Quotz InetOrgPerson
Refresh msImaging-PSPs

PR————
NewObject-Group r

i
|

9, Create in:  mydatacenter.com/
axty

Group name:

I wmi remote user|

Group name (pre-Windows 2000):
I wmi remote user

Group scope ——————— | Group type

" Domain local % Security
{+ Global " Distribution
" Universal

QK I Cancel




Make sure the user account on the AD is a member of following groups:
Distributed COM Users, Performance Log Users, and a new group called ‘wmi remote

users’.

fuins properies T R R
For
Security I Environmert I Sessions i
Remote control I Remote Desktop Services Profile H

Personal Virtual Desktop I COM=+ I Attribute Editor

General | Address I Account I Profile I Telephones I Organization
Published Certficates  Member Of | Password Replication | Diakin | Object

UE
Member of: C

MName | Active Directory Domain Services Folde
Distributed COM Users mydatacenter.com,/Builtin oy
Domain Users mydatacenter.com//sers C
Performance Log Users mydatacenter.com,/Builtin n
wmi remote users mydatacenter.com rt
o

| i
e

Bemove
n
Primary group: Domain Users r

At the monitoring host, make sure to enable the performance counters that we will be
querying for:

PERFORMANCE
All results | 1 total | Last 24 hours
CPU Usage
lam 2am 3am 4am 5am 6am 7am 8am 9am 10am 1lam 12

Filter 0o (=) » (A *

a
Server Name  Counter Status CPU Alert Count Memory Alert Count  First Occurrence  Last Occu

WIN2012-CTAI

Off

Start Performance Counters

This can take 15 -30 minutes before counters will be available, so start this early.



On the monitoring host, run ‘wmimgmt’ from the powershell and right click the ‘WMI
Control’ and select Properties. Select ‘Root’ then ‘Security’ and add the group we
created before:

Security for Root 2 C
30 ) Y
— Select Users, Computers, Service Accounts, or Groups -
Select this object type: '

IUsers. Groups, or Buittin security principals | | Object Types... |

From this location:

‘rnydatacenter.com || Locations... |

Enter the object names to select (zx@mples):

wmi remote users Check Names

o ] (o ]

Then select ‘Advanced’ to change its permissions to the NameSpace and Subsequent
Namespaces and “Remote Enable”:

ik Permission Entry for Root

Principal:  wmi remote users (MYDATACENTER\wmi remote users) Select a principal

Type: ‘Allow v‘

Applies to: ‘This namespace and subnamespaces v‘

Permissions:
[] Execute Methods Enable Account
[]Full Write Remote Enable
[]Partial Write [ ]Read Security
[ ] Provider Write [ ] Edit Security

[] Only apply these permissions to objects and/or containers within this container

We need to give this group access to the DCOM. Run ‘dcomcnfg’ from a powershell
and select the Component Services >> Computers >> My Computer. Right click to
bring up the properties:



%. File Action View Window Help

e #[E X0 6= BE D Ex

Console Root Name | Actions
4 (2. Component Services 71 COM+ Applications —
4[] Computers | DCOM Config )
e == . Mare Actions
b [@ Event Viewer Refresh all components n Coordi..

I é;s Services (Loca Wz »

Mew Window from Here

Export List...

I Properties

| Help

Select the COM Security tab:

General | Options | Default Properties
Defautt Protocols | COM Security | mspTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

~ Caution: Modifying access pemmissions can affect the ability
‘8 of applications to start, connect, function and./or run

securely.

Edit Limts.. | | Edi Defaut..

Launch and Activation Pemmissions
You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemmissions can
i affect the ability of applications to start, connect, function
and/or run securely.

|  Edtlmts.. | | Edit Defaut..

Leam more about zetting these properties.




Add the group we created to the 2 Edit Limits and enable the following options:

Security Limits

GI'OUD Qr User names:

% Performance Log Users (WIN2012-CTAINPerformance Log
% Distributed COM Users (WIN2012-CTAINDistributed COM
%ANO NYMOUS LOGON

awmi remote users (MYDATACENTER wmi remote users)

Security Limits

Group or user names:

52, Administrators (WIN2012-CTAINAdministrators)
%Perfonnance Log Users (WIN2012-CTAINPeformance Log
82, Distibuted COM Users (WIN2012-CTANDistibuted COM
awmi remote users (MYDATACENTER" wmi remote users)

<] m HE <] m BB
| Add. | | Remove | Add | | Remove |
Permissions for wmi remote users Deny Pemissions for wmi remote users Allow Deny
Local Access ™ Local Launch [ |
Remote Access ™ Remote Launch [w] |
Local Activation @ Il
Remote Activation E O

Add the group to the local Performance Logs. At the host, run “lusrmgr” and select the
Group - ‘Performance Log Users’ and add the group we created:

General

ﬁ( Performance Log Users

Description:

Members:

Members of this group may schedule logging of
performance counters, enable trace providers, and

2 MYDATACENTER \wmi remote users

Changes to a user's group membership

| ‘ Remove

are not effective until the next time the

user logs on.

ok ] G ][ oy | [P




Running the test program. Make sure to add the Domain/User%password :

VIM >/usr/local/nagios/bin/wmic //192.168.0.129 -U mydatacenter.com/
uilabS%password "select *x from win32 computersystem"

CLASS: Win32_ComputerSystem
AdminPasswordStatus |AutomaticManagedPagefile |AutomaticResetBootOption
AutomaticResetCapability|BootOptionOnLimit |BootOptionOnWatchDog |
BootROMSupported|BootupState|Caption|ChassisBootupState|CreationClassName |
CurrentTimeZone|DaylightInEffect |Description|DNSHostName|Domain|DomainRole
EnableDaylightSavingsTime |FrontPanelResetStatus |HypervisorPresent |
InfraredSupported|InitialLoadInfo|InstallDate|KeyboardPasswordStatus |
LastLoadInfo|Manufacturer|Model|Name|NameFormat |[NetworkServerModeEnabled |
NumberOfLogicalProcessors |NumberOfProcessors |0EMLogoBitmap |0EMStringArra
PartOfDomain |PauseAfterReset |PCSystemType|PCSystemTypeEXx |
PowerManagementCapabilities |PowerManagementSupported |PowerOnPasswordStatus
PowerState |PowerSupplyState|PrimaryOwnerContact |PrimaryOwnerName |
ResetCapability|ResetCount |ResetLimit|Roles |Status|SupportContactDescription
SystemStartupDelay|SystemStartupOptions|SystemStartupSetting|SystemType
ThermalState|TotalPhysicalMemory |UserName |WakeUpType |[Wor

3|True|True|True|@|@|True|Normal boot |[WIN2012-CTAI|3|
in32_ComputerSystem|-420|True |AT/AT COMPATIBLE |WIN2012-CTAI |
mydatacenter.com|3|True|3|True|False|NULL]| (null) |3]( null ) [Microsoft
Corporation|Virtual Machine |WIN2012-CTAI|(null) |True|1|1|NULL]|([MS_VM_CERT/
SHA1/9b80cadd5dd061lec9daded94f4c3fd1196270c22],
00000000000000000000000000000000, To be filed by MSFT)
NULL |[False|3]0@|3|(null) |Windows User|1|-1]|-1]|
(LM_Workstation,LM_Server,NT,Server NT) |OK|NULL|Q|NULL|Q|x64-based PC|1

True|3932100000|1[1

VIM >/usr/local/nagios/bin/wmic //192.168.0.129 -U mydatacenter.com/
uilab%password "select IDProcess,Name,PercentProcessorTime,WorkingSetPrivate
from Win32_PerfFormattedData_PerfProc Process where Name != ' Total' and Name
trll 1,1




